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Abstract 
We	propose	identifying	how	US	federal	agencies	can	integrate	synthetic	biological	
technologies	to	enhance	biosecurity.	Our	proposal	is	motivated	by	inadequate	technical	
and	policy	approaches	to	tackle	biological	threats	(including	naturally	occurring	
outbreaks,	accidental	contaminations	and	bioreleases,	and	bioterrorism)	that	jeopardize	
public	health	and	national	security.	Synthetic	biology	is	a	promising	tool	to	address	these	
inadequacies.	Our	work	will	deliver	a	comprehensive	blueprint	that	details	relevant	
synthetic	biology	products	for	federal	scientists,	health/biosecurity	experts,	and	policy	
makers.	For	example,	our	blueprint	will:	(1)	explain	synthetic	biology	outcomes	that	
enhance	diagnostic	capabilities	and	accelerate	drug	and	vaccine	production;	(2)	suggest	
actionable	policies	and	regulatory	approaches	to	govern,	facilitate,	and	incentivize	these	
efforts;	and	(3)	weigh	the	posited	benefits	of	recently	developed	or	technically	feasible	
synthetic	biology	solutions	against	the	merits	of	existing	technologies.	A	proof-of-concept	
blueprint	will	focus	on	two	federal	agencies.	Ultimately,	the	proposed	effort	could	advance	
both	scientific	innovation	and	national	biodefense.	

	
A	need	for	technologies	and	policies	to	improve	biosecurity	
 
Biological	threats—including	naturally	occurring	outbreaks	of	disease,	laboratory	and	industrial	
accidents,	and	intentional	acts	of	bioterrorism—constitute	significant	dangers	to	public	health	and	
national	security.	Communities	that	rapidly	detect,	diagnose,	and	counter	biosecurity	threats	have	been	
found	to	respond	and	recover	more	quickly	when	such	threats	emerge	[1].	Recent	events	have	illustrated	
that	challenges	persist	in	securing	the	world	from	biological	threats.	For	example,	the	2014	Ebola	
outbreak	caused	many	nations	to	scramble	to	create,	test,	deliver	and	deploy	vaccines,	diagnostics,	and	
therapeutics	to	unprepared	communities	in	West	and	Central	Africa,	the	United	States,	the	United	
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Kingdom,	Italy,	and	Spain;	consequently,	the	World	Health	Organization	highlights	country	preparedness	
to	rapidly	detect	and	respond	to	an	Ebola	exposure	in	its	situation	reports	[2].	The	2009	H1N1	influenza	
pandemic	and	the	Middle	East	Respiratory	Syndrome	coronavirus	outbreak	in	South	Korea	have	also	
underscored	the	challenges	associated	with	developing	vaccines	for	novel,	highly	virulent	pathogens	[3,4].	
Currently,	this	development	process	can	take	as	long	as	10	years	from	concept	to	licensure,	and	generate	
costs	between	$200	million	and	$500	million	(USD)	[5].		
	
Other	threats	of	concern	for	which	rapid	responses	are	required	include	accidental	bioreleases,	dual-use	
research,	and	even	the	intentional	misuse	of	pathogens,	all	of	which	could	generate	catastrophic	outcomes	
[6].	Laboratory	accidents	are	not	unprecedented:	the	US	Department	of	Defense	(DoD),	for	instance,	
reported	in	2015	that	live	anthrax	was	accidentally	shipped	from	a	military	laboratory	to	88	facilities	in	all	
50	states,	Washington,	D.C.,	and	nine	foreign	countries	[7].	In	July	2014,	the	US	Food	and	Drug	
Administration	reported	the	discovery	of	forgotten	vials	of	smallpox,	dengue,	influenza,	Q	fever,	and	
rickettsia	at	the	National	Institutes	of	Health	[8].	Concerns	have	also	arisen	over	experiments	that	
enhanced	the	transmissibility	of	H5N1	avian	influenza	[9],	as	well	as	over	recent	efforts	involving	the	use	
of	CRISPR-Cas9	systems	to	edit	human	embryonic	genomes	[10].	Additionally,	events	like	Amerithrax	and	
the	1984	Rajneeshee	bioterror	attack	have	ensured	that	the	threat	of	bioterrorism	remains	a	prominent	
national	security	priority	for	the	US	[11].	
	
Against	this	range	of	existing,	emerging,	and	evolving	biological	threats,	both	industrialized	and	
developing	nations	alike	face	challenges	in	harnessing	novel	biotechnologies	to	develop	medical	
countermeasures	(MCMs;	i.e.,	diagnostics,	vaccines,	and	therapeutics).	In	October	2015,	the	Blue	Ribbon	
Study	Panel	on	Biodefense	reported	that	the	US	remains	vulnerable	to	biological	threats,	and	called	for	a	
plan	to	“strengthen	the	bridge	between	two	federal	entities,	the	National	Institute	of	Allergy	and	
Infectious	Diseases	(NIAID)	and	the	Biomedical	Advanced	Research	and	Development	Authority	(BARDA),	
so	that	products	can	more	easily	transition	from	early-stage	development	to	advanced	R&D.”	[12]	
	
As	a	target	of	previous	biological	threats,	a	leading	investor	in	biodefense	assets,	and	a	frequent	responder	
to	infectious	disease	emergencies	worldwide,	the	United	States	is	well-suited	to	adopt	new	technologies	to	
improve	its	infectious	disease	response	capabilities.	However,	the	US	biosecurity	and	emergency	response	
enterprise	is	highly	decentralized	across	numerous	agencies	and	institutions,	an	organizational	structure	
that,	according	to	the	Panel,	has	impeded	efforts	to	achieve	the	common	goal	of	comprehensive	biodefense	
[12].	As	a	result,	many	US	policy	makers	lack	actionable,	coordinated	guidance	for	harnessing	and	
regulating	novel	technologies	for	countering	biological	threats.		
	
Thus,	there	exists	a	pressing	two-fold	need	in	the	US	for	technical	as	well	as	policy	approaches	to	tackle	
biological	threats.	
	
Synthetic	biology	as	a	promising	biosecurity	technology	
 
Synthetic	biology,	defined	as	the	engineering	of	biological	systems	and	components,	is	a	field	that	has	been	
recently	assessed	positively	by	the	DoD	for	its	biosecurity	potential:	“develop[ing]	the	capability	to	
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respond	to	any	novel	pathogen,	whether	naturally	occurring	or	synthetic,	on	a	militarily	relevant	timeline	
...	benefits	DoD	and	the	nation	by	improving	pandemic	and	emerging	infectious	disease	preparedness,	
while	also	enhancing	DoD	capabilities	to	respond	to	novel	biological	threats”	[13].	Moreover,	the	
biomedical	benefits	of	synthetic	biology	are	also	well-documented	[14],	and	synthetic	biology	may	
expedite	the	development	and	production	of	MCMs	both	in	preparation	for,	and	in	response	to,	biological	
threats.		
	
Along	these	lines,	synthetic	biologists	have	already	created	a	biological	means	of	reducing	G-type	nerve	
agent	(e.g.,	sarin)	intoxication	by	340-fold	[15],	and	they	have	demonstrated	the	synthesis	of	the	
antimalarial	drug	artemisinin	in	yeast,	which	is	a	more	cost-effective	and	reliable	strategy	than	producing	
the	drug	outside	living	cells	[16].	These	synthetic	biology	approaches	have	garnered	considerable	
attention	from	US	policy	makers.	The	National	Strategy	for	Countering	Biological	Threats	identifies	
“advanc[ing]	access	to	and	effective	use	of	technologies	to	mitigate	the	impact	from	outbreaks	of	
infectious	disease,	regardless	of	their	cause”	as	the	first	objective	of	a	strategy	that	will	“pursue	policies	
and	actions	that	promote	the	global	availability	of	life	science	discoveries	and	technologies	for	peaceful	
purposes”	[17].	Additionally,	the	US	Bioeconomy	Blueprint	stresses	that	“strategic	investments	in	
synthetic	biology	have	the	potential	to	move	the	bioeconomy	forward	in	all	sectors.”	[18]	
	
Accordingly,	there	is	significant	merit	to	a	synthetic	biology	approach	to	biosecurity.	
	
Creating	a	blueprint	for	a	synthetic	biology	approach	to	biosecurity	
 
Federal	and	international	agencies	have	already	developed	agendas	and	roadmaps	for	synthetic	biology	
advancement	and	utilization;	the	DoD,	through	the	Defense	Advanced	Research	Projects	Agency,	invests	
heavily	in	synthetic	biological	technologies	that	strengthen	the	nation’s	capabilities	[13],	and	the	United	
Kingdom	has	published	a	synthetic	biology	roadmap	[19]	to	guide	responsible	development	of	the	field,	
with	about	£200	million	(GBP)	in	national	investments.	However,	a	comprehensive	synthetic	biology	
approach	to	tackling	all	types	of	biological	threats	does	not	exist.		
	
To	address	the	two-fold	US	need	for	synthetic	biology	technical	and	policy	approaches	to	biosecurity,	we	
propose	creating	an	integrated	blueprint	that,	for	all	relevant	federal	agencies,	will	identify	relevant	
synthetic	biological	technologies	to	prevent,	detect,	and	respond	to	biological	threats.	Potential	applications	
of	such	technologies	include	(but	are	not	limited	to)	enhancing	diagnostic	capabilities	and	accelerating	
production	of	novel	vaccines,	antibiotics,	antivirals,	and	other	therapeutics.	In	addition	to	identifying	
priority	synthetic	biological	technologies,	the	blueprint	will	concurrently	offer	policy,	security,	and	
regulatory	solutions	for	their	successful	integration	into	existing	biological	threat	mitigation	strategies.	
The	blueprint	will	also	offer	cost–benefit	analyses	of	synthetic	biological	technologies	versus	existing	
methods	of	countering	natural,	accidental,	and	intentional	biological	threats.	Synthetic	biology	
applications	will	be	prioritized	based	on	agency	input	and	feedback.	
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Proof-of-concept	blueprint	
 
As	an	initial	step,	efforts	to	relate	synthetic	biology	for	biosecurity	will	first	focus	specifically	on	two	
agencies,	NIAID	and	BARDA,	both	of	which	play	critical	roles	in	guiding	US	MCM	research	and	
development.	A	methodical	approach	to	identifying	potential	applications	of	synthetic	biology	could	guide	
NIAID’s	research	activities	and	BARDA’s	strategic	investments	in	MCM	development	and	production.	
These	efforts,	in	turn,	could	make	synthetic	biology	products	viable	solutions	to	biological	threats.	
Feedback	and	buy-in	from	NIAID	and	BARDA	will	be	sought	prior	to	proof-of-concept	blueprint	
development.	Thereafter,	a	more	comprehensive	and	broadly	applicable	blueprint	will	be	pursued,	with	
any	lessons	that	were	learned	from	the	creation	of	the	proof-of-concept	blueprint	incorporated	into	the	
development	process	of	the	larger	work.	
	
Obtaining	buy-in	from	the	agencies	listed	next,	who	will	feature	in	and	use	the	larger	work,	will	also	be	
critical	to	the	successful	adoption	of	the	final,	comprehensive	blueprint.	Additionally,	federal	agencies	and	
offices	that	are	responsible	for	securing	the	United	States	from	biological	threats	but	are	not	mentioned	
next	will,	we	believe,	find	the	proposed	effort	to	be	valuable	to	them	too,	and	the	proposed	blueprint	
development	approach	(described	later	in	this	proposal)	can	be	replicated	for	these	other	relevant	
agencies	as	required.		
	

▪ Department	of	Health	and	Human	Services	(HHS)	
o Food	and	Drug	Administration	(FDA)	
o Centers	for	Disease	Control	and	Prevention	(CDC)	
o National	Institutes	of	Health	(NIH)	
o Office	of	the	Assistant	Secretary	for	Preparedness	and	Response	(ASPR)	

▪ The	White	House	
o Office	of	Science	and	Technology	Policy	(OSTP)	
o National	Security	Council	(NSC)	

▪ Department	of	Homeland	Security	(DHS)	
o Directorate	for	Science	and	Technology	(DS&T)	

▪ Department	of	Defense	(DoD)	
o Defense	Threat	Reduction	Agency	(DTRA)	
o Defense	Advanced	Research	Projects	Agency	(DARPA)	
o Office	of	the	Under	Secretary	of	Defense	for	Policy	(USDP)	

▪ Federal	Bureau	of	Investigation	(FBI)	
▪ Department	of	Energy	(DOE)		

o National	laboratories	
o Office	of	Environment,	Health,	Safety	&	Security	(EHSS)	

▪ Environmental	Protection	Agency	(EPA)	
▪ US	Agency	for	International	Development	(USAID)	
▪ National	Science	Foundation	(NSF)	
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Figure	1.	Sample	color-coded	summary-description	of	blueprint	guidance	

Over	the	course	of	developing,	vetting,	and	validating	the	blueprint,	we	also	anticipate	soliciting	input	
from	stakeholders	representing	academia,	industry,	civil	society	groups,	and	the	general	public,	as	
described	later	in	this	proposal.	
	
Blueprint	exemplar	synthetic	biological	technologies	and	their	application	
 
Several	synthetic	biological	technologies	have	the	capacity	to	mitigate	a	variety	of	biological	threats.	The	
following	examples	describe	possible	technologies	that	might	be	considered	for	inclusion	in	the	blueprint,	
and	are	included	next	because	of	their	recent	publication	status.	A	sample	color-coded	summary-depiction	
of	potential	blueprint	guidance	is	provided	in	Figure	1.	
	

	
	
	
	
Microfluidic	cell-squeezing	device	for	cell-based	vaccines	
Scientists	at	the	Massachusetts	Institute	of	Technology	have	developed	a	novel	method	of	building	
immunity	by	reprogramming	a	person’s	B-cells	to	increase	the	uptake	of	specific	antigens	[20].	This	
method,	once	refined,	could	prove	to	be	more	effective,	faster	to	produce,	and	cheaper	than	traditional	
vaccines.	As	a	next	step,	researchers	might	consider	strategies	of	enhancing	the	stability	and	deployability	
of	such	vaccines	in	resource-poor	settings.	Microfluidic	technologies,	generally,	are	critically	important	in	
characterizing,	monitoring,	troubleshooting,	and	assembling	living	systems	[21].	As	such,	these	
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Figure	2.	Sample	blueprint	technical	approach	

technologies	could	play	many	diverse	roles	in	designing	solutions	to	the	problem	of	biological	threat	
mitigation.		
	
Molecular	“kill	switches”	
As	researchers	explore	applications	of	genetically	modified	organisms,	concerns	have	arisen	over	the	
possibility	of	an	accidental	release	of	highly	resilient	pathogens	into	the	environment.	Molecular	“kill	
switches”	may	present	a	possible	solution.	These	gene-editing	systems	may	be	designed	to	degrade	genes	
of	concern	in	the	event	that	a	genetically	modified	pathogen	is	accidentally	released,	thereby	preventing	
said	pathogen	from	replicating	or	infecting	other	organisms.	CRISPR	technology	has	been	shown	to	
effectively	induce	strategic	cell	death	[22].	
	
Blueprint	technical	approach	
 
A	pictorial	representation	of	what	the	stakeholder	engagement	process	looks	like	is	provided	in	Figure	2.	
The	work	for	both	the	proof-of-concept	blueprint	and	the	final	blueprint	will	proceed	in	three	phases,	as	
described	next.		
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Phase	One:	Examine	the	current	landscape	of	biological	threat	mitigation	capabilities.	
The	project	team	will	synthesize	previous	scholarship,	technical	guidance,	and	current	laws,	policies,	and	
programs	governing	diagnostic,	biodetection,	biocontainment,	and	MCM	asset	production	in	the	United	
States.	Next,	the	team	will	extract	relevant	themes,	lessons,	needs,	and	challenges	associated	with	
developing	and	manufacturing	novel	assets	during	infectious	disease	emergencies,	scaling	up	production	
of	these	assets,	and	deploying	them	to	populations	in	need.	
	
Phase	Two:	Develop	a	consensus-based	preliminary	blueprint	for	integrating	synthetic	biological	
technologies	into	existing	strategies	for	mitigating	biological	threats.		
The	project	team	will	prepare	a	draft	blueprint.	The	blueprint	will	offer	clear,	actionable	guidance	for	
senior	policy	makers	and	health	authorities	in	the	United	States	to	enhance	their	MCM	and	diagnostic	
production	capabilities.	Proposed	steps	in	draft	blueprint	development	include:	
	

• Connecting	with	stakeholders	from	communities	affected	by	infectious	disease	outbreaks.	
The	project	team	will	identify	local	leaders,	scientists,	and	grassroots	health	workers	with	
firsthand	experiencing	responding	to	recent	infectious	disease	emergencies.	Based	on	findings	
from	Phase	One	and	conversations	with	the	Expert	Advisory	Group,	the	project	team	will	conduct	
focus	groups	with	these	individuals,	pinpoint	key	needs	and	challenges	in	infectious	disease	
response,	and	identify	best	practices	in	healthcare	delivery	and	emergency	response	following	a	
biosecurity	emergency.	

	
• Recruiting	subject	matter	experts	to	form	an	Expert	Advisory	Group	consisting	of	key	

stakeholders	(see	“Blueprint	Stakeholders”	next).	Based	on	findings	from	Phase	One,	the	
project	team	will	develop	an	interview	protocol	and	conduct	qualitative,	semi-structured	
interviews	with	each	Advisory	Group	member	to	identify	key	considerations	for	integrating	
synthetic	biological	techniques	into	biological	threat	mitigation	strategies.	Potential	issues	that	
the	Advisory	Group	may	explore	include:	

	
o What	are	some	of	today’s	foremost	challenges	in	infectious	disease	management?	
o How	can	rapid	MCM	+	diagnostic	production	enhance	emergency	response?	For	which	

diseases	and	under	what	conditions	will	this	capability	generate	the	greatest	impact?	
o What	synthetic	biological	methods,	techniques,	and	technologies	will	accelerate	

production	of	diagnostics	and	MCMs	for	these	diseases?	Which	methods	may	enhance	
biocontainment	strategies?	

o What	are	the	risks	and	benefits	of	adopting	synthetic	biological	technologies	for	the	
purpose	of	mitigating	and	responding	to	biological	threats?	Is	this	approach	sustainable?	

o How	can	adopters	of	these	technologies	ensure	that	the	resultant	products	are	
distributed,	used,	and	regulated	fairly?	

	
• Preparing,	vetting,	and	validating	a	draft	blueprint.	The	project	team	will	review	and	

synthesize	lessons	identified	during	Phase	One,	as	well	as	from	conversations	with	members	of	
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the	aforementioned	Expert	Advisory	Group	and	focus	groups.	These	lessons	will	inform	
development	of	a	draft	blueprint.	The	Advisory	Group	will	be	tasked	with	vetting	and	validating	
the	draft	blueprint.	

	
Phase	Three:	Obtain	and	incorporate	feedback	on	the	preliminary	blueprint	for	integrating	
synthetic	biological	technologies	into	existing	strategies	for	mitigating	biological	threats,	and	issue	
a	final	document.	
	
The	proposed	steps	toward	completing	the	blueprint	include:	
	

• Convening	representative	stakeholders	and	the	Expert	Advisory	Group.	One	or	more	all-
hands	meeting(s)	will	be	organized	to	present	the	draft	blueprint	to	stakeholders	and	obtain	
comments	on	the	draft’s	preliminary	recommendations	and	technical	discussions.	Further	
additions	to	the	blueprint	framework	will	be	solicited,	and	the	project	team	will	revise	the	work	
as	necessary.	

	
• Finalizing	the	blueprint.	The	project	team	will	prepare	a	final	draft	of	the	blueprint	based	on	the	

recommendations	of	the	Advisory	Group,	and	make	arrangements	to	release	it	once	broad	
consensus	on	its	content	is	reached	among	all	Advisory	Group	members.	

	
Blueprint	stakeholders	
 
By	addressing	the	need	for	better	MCMs,	this	proposal	may	ensure	that	communities	remain	safe	from	the	
threat	of	preventable	and	treatable	infectious	diseases.	Historically	however,	emerging	technologies—
even	those	that	promote	public	welfare—often	generate	concomitant	social	and	economic	disruptions	in	
the	communities	that	adopt	them,	particularly	at	the	grassroots	level.	It	is	therefore	imperative	that	efforts	
to	introduce	synthetic	biology	solutions	proceed	with	the	expertise	of:	
	

• Public	health	and	healthcare	practitioners,	who	can	identify	gaps	in	healthcare	delivery	that	
synthetic	biology	may	help	resolve.	

• Policy	makers,	who	can	identify	high-priority	biological	threats	for	which	synthetic	biological	
technologies	may	offer	potential	solutions.	Government	officials	play	a	critical	role	in	setting	the	
science	agendas,	funding	research	and	development,	and	regulating	both	research	activities	and	
end	use	of	resultant	products.	As	such,	they	can	also	help	design	policies	that	accommodate	the	
introduction	of	potentially	disruptive	biotechnologies	and	fund	research	to	explore	their	
applications	and	benefits.	

• Scientists,	who	can	offer	technical	guidance	in	identifying	the	specific	threats	for	which	existing	
methods	or	emerging	breakthroughs	may	realize	potential	synthetic	biological	solutions.	

• Civil	society	organizations,	which	can	help	ensure	that	the	development	of	synthetic	biological	
solutions	for	biological	threats	proceed	in	the	public	interest.	Relevant	groups	might	include	
academic	institutions,	consumer	education	groups,	and	other	nonprofit	and	nongovernmental	
organizations.	
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• Human	development	and	business	professionals,	who	can	ensure	that	the	assets	developed	using	
synthetic	biology	are	manufactured	sustainably	and	distributed	equitably.	

• Private-sector	partners,	who	may	play	a	critical	role	in	scaling	up	production	of	MCMs	and	
diagnostics	during	biosecurity	emergencies.	

• The	intended	end	users	of	synthetic	biological	products	(e.g.,	consumers),	who	can	offer	insight	
into	potential	ethical,	infrastructural,	and	cultural	challenges	associated	with	introducing	new	
technologies	into	their	communities.	

	
Anticipated	blueprint	impacts	
 
We	anticipate	that	the	proposed	effort	will	enable	US	federal	authorities	to	envision,	develop,	and	
implement	cohesive,	unified	responses	to	existing,	emerging,	and	evolving	biological	threats.	Additionally,	
the	coupling	of	policy	and	technology	in	an	integrated	blueprint	will	help	avert	the	reactive	policy	making	
that	often	follows	large-scale	outbreaks	and	other	emergencies.	Given	that	infectious	diseases	and	
pathogens	know	no	boundaries,	the	proposed	effort	could	help	the	United	States	take	needed	steps	to	
protect	its	population	from	the	health,	social,	and	economic	ramifications	of	biological	threats.	
Additionally,	we	believe	that	technical	and	policy	information	to	be	covered	in	the	proposed	blueprint	
could	also	be	useful	to	academic,	industrial,	and	other	nongovernmental	communities	of	practice—both	
domestic	and	international—that	work	to	prepare	for	and	respond	to	biological	threats.		
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